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efficacy and concealing perpetrators 
responsible for attacks. An early example 
of this dynamic is the 2016 “Heart of 
Texas” protest secretly fomented by 
the Russian Internet Research Agency 
through opposing Facebook groups used 
to galvanize interest.26  With recent rapid 
advances in generative AI, it is not difficult 
to imagine how EDTs combined with insider 
threats will continue to corrode public trust 
and potentially spur populations to war.

Finding #6: The Long Game 
EDTs enable a new “long game” approach 
to creating WMD effects over time.

The greatest threat posed by EDTs 
compared to WMDs is their imperceptibility. 
Through the creative and deliberate use of 
EDTs to attack, destabilize, and undermine 
critical systems, political will, and social 
cohesion, opponents might achieve the 
strategic effects of a WMD without their 
target’s population even being aware they 
were the victims of an attack. 

In addition to economic inequality and 
political polarization, EDTs might also 
be employed to explicitly attack entire 
populations without detection. The 
COVID-19 pandemic has underscored how 
even a virus with a low positivity and death-
rate has the propensity to trigger global 
upheaval. This is seen through broken 
supply chains, closed borders, and a long-
term public health crisis. Future advances 
in virology and genetics raise the possibility 

of deliberately infecting and debilitating 
populations over years – to include 
indirect effects in rising healthcare costs, 
declining productivity, skewed dependency 
ratios, and other phenomena with dire 
consequences. 

Another domain of concern is agriculture 
and the environment, which are both 
currently under stress in the West due to 
climate change. The global struggle by the 
U.S., China, and regional powers to secure 
a global food supply has already produced 
allegations of agricultural espionage, 
intellectual property theft, and genetic 
tampering.27  For example, imagine a 
modified virus attacks wheat or soybeans 
rather than human beings, which would 
trigger crop blights, soaring food prices, 
and societal breakdown. This could, with 
relative ease, be fueled by information 
EDTs. 

The implications of this imperceptible 
“long-game” attack vector are sobering. 
EDTs may simulate the effects of WMDs 
without detection, and unlike the detonation 
of a nuclear missile above a city, society 
itself might be the attack surface

26 Riedl, Strover, Cao, Choi, Limov, and Schnell, Reverse-engineering political protest: the Russian Internet Research 
Agency in the Heart of Texas.
27 Genoways, Corn Wars.
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F L A G S

BACKCASTING

FLAGS DEFINITION 

The Threatcasting methodology maps out possible and potential threats 10 years in the 
future and attempts to identify the flags or indicators that serve as signals that a specific 
threat future is underway. Sometimes referred to as “signals”, these flags can give an early 
warning that a possible future threat is in progress or beginning to form. Often, flags are 
sequential with less apparent precursors and with more alarming flags over the horizon. 

EDT AND WMD THREAT INDICATOR AREAS: 

The data from the workshop provided three cluster groups of flags that will signal the 
progression and development of EDTs. These groupings apply to all six findings listed 
earlier in the report. Listed below, they are a place for organizations to begin to monitor the 
progression of EDTs: 

1. EDT Technical Progress and Break Throughs, 
2. Geopolitical, Cultural, and Business Trends, and 
3. Early Use, Rehearsals, and Attacks.

In this section, we provide details for each flag grouping as well as examples pulled from 
the workshop data. These indicators are not complete or definitive; however, are a place 
to start. An organization should investigate its own monitoring activities and use the 
following as a beginning guide

 

  1.  
EDT Technical Progresses and Break Throughs

Monitoring the progress and potential technological break throughs for emerging 
disruptive technologies is the primary landscape to monitor. It will be important to monitor 
the progress of multiple EDTs at the same time, as it is the combination of multiple EDTs 
that have the potential to increase the lethality of traditional WMDs or WMD-like effects. 
Below, we provide an overview of the most critical EDTs to monitor as well as where to find 
and how to monitor them.

Review of Critical EDT(s) 

• Advanced computing  - including supercomputing, edge computing, new architectures, 
big data, and sentient data;

• Advanced manufacturing; 
• Artificial Intelligence - including human-machine teaming; 
• Autonomous Robotics; 
• Biotechnologies - including synthetic biology; 
• Cyber; 
• Industrial IoT - especially governmental or municipal IOT for infrastructure; 
• Hypersonics; and
• Quantum Information Technologies.

Where to Look and How to Monitor 

The indicators will occur in multiple areas, including academic research, private industry, 
corporate research and product offerings, as well as government and military research. 
The first two areas, academia and private industry, should be generally simple to monitor, 
while the remaining areas are likely more difficult to identify because of the efforts of 
nation states and militaries to protect their secrets

Academia and Private Industry 

It may seem like monitoring the progress and development of EDTs is a daunting task. 
However, there are specific key areas that can be observed to give an organization early 
and robust indicators on the development and use of EDTs.

A large part of the early-stage experimentation and development of EDTs will occur in 
academic and research institutions. A key metric to observe in this area are publications, 
presentations, and public lectures. Academia follows the motto of “publish or perish”, 
which pushes university researchers, professors, and students to produce a constant 



41

organizations will need to use a comprehensive set of ways to capture intelligence, 
including:

• Signals Intelligence (SIGINT) - to include Communications Intelligence (COMINT), 
Electronic Intelligence (ELINT), Technical ELINT (TechELINT) and Foreign 
Instrumentation Signals (FISINT); 

• Human Intelligence (HUMINT);
• Geospatial Intelligence (GEOINT) - to include Imagery (IMINT) and geospatial 

information;
• Measurement and Signature Intelligence (MASINT) - to include such things as 

thermal infrared heating imaging, acoustic signatures, and seismic data; 
• Open Source Intelligence (OSINT) - to include foreign open source acquisitions 

(gray literature) and patents; 
• Foreign Materiel exploitation - to develop knowledge on the capabilities and 

performance of foreign weapon systems, including chemical and biological 
weapons, future weapons concepts, and developing technologies that have 
potential military applications; and 

• Counter-Intelligence (CI) Activities – to determine foreign collection priorities 
in order to secure U.S. knowledge. This includes CI agents gathering foreign 
technology development knowledge to augment U.S. technology development 
efforts.

In addition, these organizations need to use horizon scanning for early detection and 
assessment of emerging technologies and threats. Identifying intelligence analytics 
will integrate data with behavioral, biometrics, forensics, and other associated identity 
signatures. This will in turn further identify key academics, engineers, and scientists 
developing new technologies and weapons. Organizations will need to model and simulate 
weapons capabilities and performance based on their understanding of technology 
developments. Assessing what technologies are needed based on the expected future 
operating environment will be important as well as conducting doctrinal gap analysis 
to determine required weapon systems and technologies. Additionally, there will be a 
need to track technology proliferation, production, and manufacturing capabilities. These 
organizations will work with U.S. technology and weapons developers to understand both 
obstacles to development and capability results. 

There is a need to prioritize intelligence collection on the most stressing threats to U.S. 
national interests, key adversaries, competitors, and technology innovators. Functional 
areas of concern include WMDs and cyber. Priorities for further intelligence collection will 
also be based on identified knowledge gaps in the intelligence communities’ analysis.

stream of papers and lectures, which publicize the successes and progress of their work. 
An academic search and monitoring of these areas focused on EDT development will 
provide insight into their progress. 

Additionally, academic research is often funded by government and foundation grants. 
These calls for research proposals, funding award notifications, progress reports, and final 
results are publicly searchable and trackable. 

Private industry research and development is not as transparent. The strategic value of the 
development of EDTs will be seen as a corporate secret. However, progress can be tracked 
through patent fillings, early product offerings, and support staffing. 

Patents are typically filed five to ten years before the technology or breakthrough is ready 
for public use. Patents need to be filed with various global patent offices. These patent 
documents outline, in detail, the progression and uses for the technology requiring a 
patent. The constant monitoring of patent filings for specific EDT technologies will give a 
long-range window into the development progress as well as who is submitting patents in 
these areas. 

A more short-term indicator of the progress of EDT development can be found in publicly 
available product descriptions and early-stage marketing. The information may be about a 
hardware or software offering with an overview of the technology and its capabilities. Like 
patents, the product offering will also indicate which organizations and companies are 
participating in the development.

Finally, hiring notices or support staffing can give a mid-term indicator of EDT technology 
development in industry. For an organization to bring an EDT to market, they need a 
specific set of expertise and skills associated with the technology. Monitoring calls for 
applicants around key EDT terms will give organizations a clear indicator that an EDT is 
being prepared for release

Government and Military 

Successful monitoring of the EDT development progress within government and military 
organizations will also be key. It is anticipated that some of these EDTs will be designed 
and developed within various security environments, and therefore, not discussed in public 
forums. 

For instance, the U.S. Intelligence Community scientific and technical intelligence 
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Example Indicators of EDT Progress 

These are some of the indicators (flags) on the technological progression and 
breakthroughs associated with the development of EDTs. They were taken from the 
Threatcasting workshop and then synthesized and clustered by the analysts. Additional 
indicators from current and projected trends for each ET area are also included. The 
results indicate that organizations should monitor:

 • Advances in A D VA N C E D C O M P U T I N G, such as:

 • Advances in virtual, augmented, and mixed reality (AR/VR/MR) systems to the 
point that they are fully immersive with limited technological barriers. 

 • Supercomputing, which reaches speeds of hundreds or thousands of exaflops 
(50 or more times faster than the fastest supercomputers of 2022)28  and pushes 
artificial intelligence and scientific discoveries into new territories.  

 • Overly restrictive domestic (United States and European Union) regulations on 
supercomputing, high-performance computing, and AI applications that allow 
unregulated markets to have an advantage. 

 • A reduction in funding from federal sources that slows the development of 
national advanced computing objectives. 

 • The corporate appetite for more data, which makes industry a better source of 
intelligence than national intelligence systems.

 • A broad range of S Y N T H E T I C B I O LO G Y A D VA N C E S, including: 

 • Further development to perfect synthetic biology and virus creation, lowering the 
complexity and cost.   

 • Pairings of synthetic biology technology with other EDTs.29 
 • Synthetic biology specificity that improves microtargeting at the individual level.  
 • The expansion and deepening of the connection between cyber technologies and 

synthetic biology.  
 • The expansion and deepening of the connection between nanotechnology and 

synthetic biology. 
 • Government approval for greater genetically modified organism use in food, 

medicine, and other industrial applications (e.g., plastics, clothing)

 • Advances in A D VA N C E D M A N U FA CT U R I N G, including:

 • The creation of new materials capable of being 3D printed. 
 • The development of chemical weapons that can withstand explosive kinetic 

delivery systems.
 • Nanotechnology that enables objects to harvest energy from their environment.
 • “Self-healing” or self-assembling materials through nano-scale engineering

 • Expansion of A RT I F I C I A L  I N T E L L I G E N C E adoption and applications, including:

 • The development of Adversarial AI applications that attack other AI and 
cybersecurity systems. 

 • Widespread adoption of synthetically fabricated video, audio, and pictures (so-
called Deep Fakes) with cheap (“as-a-service” model) or open-source tool sets. 

 • AI education and career opportunities that reach a tipping point and pushes China 
into a position of global dominance within the field of AI. 

 • Widespread adoption of AI-generated “social credit” programs that reward or 
restrict citizen behavior.

 • Demonstration of human-out-of-the-loop decision making for nuclear command 
and control systems.

 • Advances in the development and use of A U TO N O M O U S T E C H N O LO G I E S , 
such as:

 • Progress and implementation of autonomous systems for uses in supply chain 
and shipping.

 • Industrialization of an autonomous credit ranking system that is ready for 
deployment and use in the market. 

 • Further development of perfect drone swarms’ autonomous behavior and 
navigation, especially in a GPS-denied environment.

 • Novel weaponized applications of drones in all environments (e.g., air, land, sea, 
space), including the use of drones to deliver WMDs30. 

 • Standardization of counter-drone policies and technologies31 that provide 
malicious users knowledge of legal and technical boundaries to push against. 

 • Expansion and regulation of the drone insurance and liability industry. 
 • Demonstration and doctrinal employment of drone swarms in combat situations32.

28 Department of Energy, U.S. Department of Energy and Cray to Deliver Record-Setting Frontier Supercomputer at 
ORNL.
29 Scown and Keasling, Sustainable Manufacturing with Synthetic Biology, 304–7.
30 Kallenborn and Bleek, Swarming Destruction: Drone Swarms and Chemical, Biological, Radiological, and Nuclear 
Weapons, 5–6.
31 Garrett-Glaser, Drone Security Near Airports a ‘Wicked Problem,’ Says FAA. 
32 Kallenborn, The Era of the Drone Swarm Is Coming, and We Need to Be Ready for It and Hambling, What Are 
Drone Swarms And Why Does Every Military Suddenly Want One?  
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 • Within the C Y B E R D O M A I N:

 • Global clarity on where the “red lines” exist for malicious cyber activities and the 
nations that are following through on promises to defend those red line intrusions. 

 • Further development of regulations and policies about data collection, storage, 
processing, privacy, and ownership. 

 • The deepening of connections between cyber technologies and other EDTs (i.e., 
through connectivity, speed, data, security, or risk management frameworks). 

 •  I N D U S T R I A L I OT:

 • A greater coupling of IIoT sensors with edge computing and localized, automated 
decision-making processes (e.g., artificial intelligence or modeling).33 

 • Increased automated decision making on the controls and outputs of IIoT rather 
than just the sensor data (e.g., adding water treatment chemicals, opening and/or 
closing of dam flood gates, and other cyber physical systems). 

 •  HY P E R S O N I C S:

 • Construction of advanced testing facilities that can support wind tunnels beyond 
Mach 10. 

 • Multiple successful tests of hypersonic glide vehicles prior to proof of fielding. 
 • Russian or Chinese hypersonic technology sales to other nations. 
 • Development of hypersonic weapon detection and interdiction technologies. 
 • Progress towards international standards for hypersonic weapon controls. 
 • Continued advancement of on-board, edge computing technologies that improve 

targeting response once a hypersonic vehicle is launched.

 •  Q U A N T U M T E C H N O LO G Y:

 • Further development of quantum technologies to the point where solutions and 
activities are observable, such as proof of breaking sophisticated encryptions. 

 • Improvement in sourcing materials for manufacturing quantum computers, such 
as improved purity, reduced defects, and reduced “noise” in materials.34 

 • Scalable technical advances, such as error correction techniques, room 
temperature capable quantum computers, and chip miniaturization advances. 

 • Increased investment in logistics and financing of quantum development.

Projected Threat Curves for EDT Development

As an organization monitors the progression and development of EDT technologies, it is 
possible to identify key changes and influences in the development cycle that can disrupt, 
slow down, and/or hasten the deployment of the EDT. Additionally, it is important to 
identify if the EDT has a dual-use35 , and where the technology has both a positive effect 
and negative impact. For example, nuclear technology is a dual-use technology. It can be 
used for good, as is the case in developing power plants, but can also be used to harm the 
population, as is the case in developing nuclear weapons. In addition, by recognizing the 
influences and dual-use capabilities of EDTs, organizations can make informed decisions 
about their response to the development of EDT technologies.

The following is a breakdown of the threat curves for each EDT:

Advanced computing, which includes supercomputing, edge computing, new 
architectures, big data, and sentient data. Influences on advanced computing mainly 
come from academia and private industry. Over the decades, as advanced computing 
has become more normalized into global society, it can be seen as an “environment” or 
condition from which many opportunities and threats can arise. The market success and 
capitalization of these technologies drive their development - with strategic shocks or 
innovations coming from new products and the application of advanced computing to 
new uses. Developing advanced computing within government and military applications, 
especially those that are government funded, can advance or hasten the speed of its 
development.

The disruptions in this area can come from the two areas of business or implementation 
failures and government regulation. Just as industry supplies the capital to fund the 
development of this technology, the failure of the technology to be monetized can disrupt 
its development. As industrial use of advanced computing solutions grows and turns into 
“big business”, there is a physical point where governments will step in to regulate the 
technology. This can slow down the development of the technology and place restrictions 
on its use – normally, for the safety of consumers.

33 Boyes, Hallaq, Cunningham, and Watson, The Industrial Internet of Things (IIoT), 1–12. 
34 Leon, Itoh, Kim, Mehta, Northup, Paik, Palmer, Samarth, Sangtawesin, and Steuerman, Materials Challenges and 
Opportunities for Quantum Computing Hardware
35 Dual-Use Definition: Traditionally, the term “dual-use” is used to describe items that can be used for both 
military and civilian applications. Throughout this report, we use the term to describe EDTs that can be used for 
both good and bad purposes
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Advanced computing is a strong dual-use 
technology, as it provides a platform for 
business and social benefit, while at the 
same time, providing a platform for crime, 
information warfare, infrastructure attacks, 
and civil unrest. However, over the decades, 
advanced computing has become woven 
into the fabric of 21st-century life, making it 
hard to completely disrupt its progression.

Advanced manufacturing. Advanced 
manufacturing is mainly driven by 
industry, as its advances are integrated 
into existing business processes. This is 
also true for militaries that have similar 
use cases to incorporate its applications. 
The advances in its development are tied 
directly to monetization efforts and industry 
investment. 

Disruption as well as strategic shocks 
or innovations are generally rooted in 
materials science, especially in the case 
of 3D printing. Advances in the materials 
used to manufacture different industrial 
and biological products have both a great 
positive and negative influence. Currently, 
government regulation is not a large factor 
in the development of this technology. As 
the industries around the technology grow, 
however; it may be possible to imagine 
government restriction in this area.

Advanced manufacturing is also a dual-use 
technology. However, it has mostly positive 
uses with industrial applications. The 
main negative purpose it’s used for is in 
the manufacturing of weapons, especially 
nuclear and biological weapon systems. 
This could also change the nature of 

weapon systems in that weapon systems 
could be designed and built as “individuals” 
for a specific purpose, and therefore 
would be harder to build systems to defeat 
them. It would also allow for individuals 
or less powerful states an opportunity to 
build advanced systems, as they would 
just need to steal the CAD drawings, and 
use advanced manufacturing methods to 
create the weapon systems. 

Artificial Intelligence (which includes 
human-machine teaming) and 
Autonomous Robotics. Artificial 
Intelligence (AI) and Autonomous Robotics 
are two separate EDTs that share similar 
threat curves. They are different in that 
AI is solely a software platform, where 
autonomous systems are a mix of software 
and hardware.

Industry, academia, and government have 
all driven the research and growth of these 
technologies. Early-stage development 
was typically funded by the government 
in research labs and academia. When the 
technology had sufficiently progressed, 
it was transitioned to industry for 
commercialization. Currently, the majority 
of investments for these technologies 
occurs in industry. Like most industry-
driven technologies, commercialization and 
monetization are key drivers for success. 
However, these technologies are unique in 
that they serve a role outside of exclusive 
consumer usage. 

Another fact, however, is that AI and 
robotics are and will be continuously used 
in military and defense environments. This 
will give them a more stable development 
pipeline as opposed to those developed as 
purely commercial technologies. Because 
military and defense use cases are different 
than industry, basic R&D will continue 
in military and academic settings until 
they have progressed to the point where 
they can be transitioned to industry. For 
instance, consider AI development within 
a bell curve. Most of the use cases that 

industry design fall within the 80% center 
of the curve, where a lot of data exists, and 
the impact of errors may cause a company 
to lose market share. In contrast, the use 
cases for defense applications exist within 
the lower percentage tails of the bell curve. 
Here the data is sparse, the environment 
is actively contested and congested, and 
the results of errors can lead to unintended 
deaths. Similarly, defense use cases for 
autonomous robotics differ from general 
society needs. Therefore, R&D for these 
EDTs will occur in a multitude of different 
locations.

Disrupters to these AI technologies fall 
into the two categories of regulation and 
innovation. Currently, both technologies 
are being investigated and debated about 
where and when they need to be regulated. 
This regulation could limit development and 
slow progress. Secondly, there are currently 
significant technological hurdles that need 
to be crossed in order for EDT innovation to 
advance.

During the last two decades, AI has also 
progressed mainly in one specific area, 
called Machine Learning (ML). These 
advances have been commercialized and 
are being used successfully in multiple 
industries. However, there is a debate as 
to whether advances are still possible in 
AI.36  The debate revolves around the types 
of AI that might be the next frontier for 
innovation. DARPA describes that we are 
currently in the 2nd wave of AI (statistical 
learning) and is investing in high-risk, high-
payoff projects associated with the 3rd 

36 Nield, Is Deep Learning Already Hitting its Limitations?
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wave of AI (contextual adaptation).37   In 
this wave, the systems will think and reason 
much more like humans and be able to 
understand what is going on contextually, 
based off of only a handful of data points 
or examples.

Robotics has also seen explosive growth 
in the past two decades. This has been 
driven by the cost of computational 
power dropping as well as the physical 
hardware (e.g., servers, motors, sensors, 
batteries, etc.), which has been dropping 
in cost as well. Continued advancement 
of this EDT will depend on a long string 
of breakthroughs and advances in the 
machinery, sensors, connectivity, and 
supply chain as well as cost, business 
models, and materials. The slowdown 
of any one or more other of these could 
disrupt the large-scale development of the 
EDT.

Both EDTs have a strong dual-use. They can 
be used for a wide range of industrial and 
civil activities, while at the same time, being 
weaponized.

Biotechnologies, including synthetic 
biology. Industry, academia, and 
government have all driven the research 
and growth of biotechnologies. Early-
stage development was typically funded 
by the government in research labs and 
academia. When the technology sufficiently 
progresses, it’s then supposed to transition 
to industry for commercialization. This 
transition has not happened yet. The 
majority of investment for biotechnology, 
therefore, is now occurring in government 

and academia. 

Disrupters to these technologies fall 
within the two categories of regulation 
and innovation. Currently, this EDT is being 
investigated and debated as to where, 
when, and how they need to be regulated. 
The scrutiny of biotech is high because 
many aspects of it touch living organisms, 
the production of living organisms, and 
at times, the altering of human DNA. If 
regulated, it could limit development and 
slow down progress significantly. It is 
important to note that this debate and 
possible regulation does not apply to all 
countries.38 The COVID-19 global pandemic 
has also made the world more aware of 
the consequences of a biological or viral 
threat. Furthermore, the hesitancy or 
misunderstanding of the field could disrupt 
its progress.

In addition, there are significant 
technological hurdles that need to be 
crossed to allow this EDT to advance. These 
hurdles center around commercialization 
and realistic applications areas. 

Biotech has a strong dual-use. It can be 
used for a wide range of industrial and 
civil activities, while at the same time, be 
weaponized.

Cyber. The main influences on cyber are 
from government, academia, and industry. 
Over the last decades, cyber has been used 
as a broad term, focused more on cyber-
attacks and cyber defense or cybersecurity. 
As the field has become normalized into 
global society, it is now also seen as an 

“environment” or condition from which 
many threats have arisen. Government 
and military applications, especially 
development that is government funded, 
can advance or hasten the speed of the 
development. The market success and 
capitalization of cyber has been focused on 
defense and security with strategic shocks 
or innovations coming from new products 
and applications. 

The disruptions in this area can come from 
increasing regulation, currently focused 
on infrastructure and the use of cyber 
as an offensive weapon. Because of its 
implications to national and international 
security, this EDT is likely to be intensely 
watched and debated over for the 
foreseeable future. 

Cyber is a strong dual-use technology that 
provides a platform for crime, information 
warfare, infrastructure attacks, and civil 
unrest, while also providing an industrial 
and government opportunity for defense 
and security. Unlike other EDTs included 
in this report, it is the intent behind the 
deployment of cyber capabilities that 
determines if the use is positive or 
negative. This dichotomy of intent is similar 
to the difference between the use of a 
nuclear warhead or a nuclear power plant. 
The science and technology are the same, 
but the intent and desired effects are in 
complete opposition with each other.  

However, over the decades, cyber has 
become woven into the fabric of 21st-
century life, making it difficult to disrupt its 
progression. 

37 Defense Advanced Research Projects Agency 
(DARPA), DARPA Perspective on AI.
38 Inglesbya, Ciceroa, Riversa, and Zhangb, Biosafety 
and biosecurity in the era of synthetic biology.
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Industrial Internet of Things (IIoT), especially, government or 
municipal IIoT incorporated into critical infrastructure. Industrial 
IoT is mainly driven by industry, as its advances are integrated into 
existing business processes. The advances in its development 
are tied directly to monetization efforts and industry investment. 
Additionally, most recommendations for the incorporation of this 
EDT into military or defense forces have an almost identical use-
case model to industry use cases.

Currently, there are few signs that this EDT will see government 
regulation since it has been seamlessly merged with existing 
industrial applications. Often in the U.S., the decision to regulate 
is strongly correlated to the application’s industry versus the 
technology on its own merits. However, this may not apply if the EDT 
is used in applications where public funds are invested or civilian 
lives could be endangered by its misuse or failure. The use of public 
funds and the possible danger to the lives of citizens differentiates 
this use of IoT from IIoT. With these two factors, there is a high 
probability that it will be more heavily regulated, which in turn is 
likely to slow its progress and adoption. 

Innovation is a second area that could disrupt IIoT, such as with 
robotics. In the past ten years, we have seen the wide commercial 
adoption of IoT, and the drop in cost of computational power and 
physical hardware (e.g., microphones, sensors, batteries, etc.). 
Continued advancement of this EDT will depend likewise on a long 
string of breakthroughs and advances in the machinery, sensors, 
connectivity as well as supply chain, cost, business models, and 
materials. The slowdown of any one or more of these could disrupt 
the large-scale development of the overall EDT. 

IIoT has a weak dual-use. Most of the applications are positive 
and are compatible with current business activities. However, the 
increased use and adoption of this EDT does make it a platform 
that can be hacked or hijacked to be used for an attack. This means 
that the IIoT devices themselves are not being weaponized, but 
the interconnectivity of them provides new attack opportunities for 
adversaries.

Hypersonics. Of all the EDTs, hypersonics is the most unique. Their development and 
advances are so expensive that they are almost entirely driven by government and 
military applications. Technology innovation hurdles and global regulations will be the 
key disruptors, as hypersonic missile systems have a direct effect on national and global 
security. In particular, hypersonic and glide-boost systems compress the decision-making 
timelines and emphasize first-strike doctrine that may lead to crisis instability.39 

Hypersonics are also unique to this list because they are a weak dual-use technology 
because their main purpose is to be used as a weapon. The U.S. has made it a point to 
research hypersonics with the intent to arm them with conventional warheads, but China 
and Russia have not ruled out the nuclear option for their programs.40

Quantum Information Technologies. Quantum technologies are still in the theoretical and 
early-stage of development. Currently, the potential of this EDT far outweighs the reality of 
its effects. However, if perfected, it will have a considerable impact on encryption, digital 
security systems, and the advancement of new materials productions. The influences 
and development of this EDT are taking place across all sectors, including academic, 
government, and industry. There are considerable efforts underway in scientific research 
and development of potential counter measures to mitigate the effects of Quantum 
technologies.

The disruption to quantum information technologies is considerable and mainly technical 
and scientific in nature. To bring this EDT into broad use, significant scientific advances 
need to be made in the field of quantum mechanics, materials design, technological 
design, and software development. If any one of these scientific categories is not 
developed to the degree it needs to be, then the progress of the EDT will be disrupted.

Because of the massive effect that Quantum technologies could have, regulators are sure 
to keep a close watch on developments and breakthroughs. When the technology does 
become viable, considerable regulation will disrupt its progress.

This EDT has a strong dual-use. Currently, most parties are focusing on the potential ill 
effects, as mentioned above. However, it could also bring about significant advances in 
materials technology and new materials creation. 

39 Sayler and Woolf, Defense Primer: Hypersonic Boost-Glide Weapons.
40 Kunertova and Dominika, Weaponized and Overhyped: Hypersonic Technology.
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  2.  
Geopolitical, Cultural, and Business Trends 

The threat futures in this report depend heavily on the 
conditions in which the EDTs are deployed to increase the 
lethality of WMDs or produce WMD-like effects. This scope 
is beyond the monitoring of the technological progress of 
EDTs, and the conditions or trends will span geopolitical, 
cultural, and business applications. 

If an organization monitors these indicators, it will improve 
their ability to see the developing conditions that contribute 
to the increased probability and susceptibility to threat 
futures. The grouping of these trends is broken into the 
following three areas, since the places and people needing 
to be monitored will be different. 

• Geopolitical - refers to nation states, local and national 
governments, and militaries, etc. 

• Cultural - refers to civilians, the general public, and 
media opinions, etc. 

• Industry - refers to the private sector, corporations, 
industry, and trade associations, etc.

Geopolitical 

The global geopolitical stage can provide organizations with a clear environment to 
monitor changes, shifts, and advances. Observing the political shifts of different countries 
as well as their approach to international relations will be key indicators. These changes 
will lay the foundation for an atmosphere that will make the six findings and possible 
threats more likely to occur. 

Organizations should monitor:  
• The escalation and rise of tensions and loyalties between state vs. federal entities. 
• The increase of local and national government affiliations with separatist movements. 
• Evidence of the weakening of treaties with specific examples of treaties being 

violated. 
• Several nuclear issues, including broad international calls for denuclearization, 

evidence of the sale of fissile material to individuals (not states) as well as the 
emergence of the development and availability of tactical nukes.

• Changing policies and behaviors indicating an acceptance of the usage of limited 
tactical nuclear devices.

• The escalation of minority suppression under the guise of terrorist threats. 
• Increased economic and cultural divisions within societies.
• The exclusion of specific groups or countries from the national or international 

conflict resolution process. 
• If the U.S. intelligence community is slow to adapt to EDTs. 
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Cultural 

As the geopolitical landscape can indicate 
actions and attitudes of governments, so 
too can cultural shifts indicate changes 
in public sentiment. These shifts can be 
subtle at first or initially documented by the 
media or special interest groups. Changes 
in culture influence both geopolitical and 
business sectors as well. They can have 
a powerful effect on the atmosphere and 
norms around the use of WMDs and EDTs. 

Organizations should monitor:

• Changing consumer opinions and 
behaviors, such as when they begin 
to express a high trust in autonomous 
systems decision-making, show signs 
of blind faith in security and security 
breaches. Other signs include when 
they exhibit dependence on poorly 
secured IoT or a willingness to divulge 
personal health info, and/or when 
political divides cause them to ignore 
science-based findings and facts in 
favor of identity politics. 

• Purposeful use of disinformation on 
the general public to confuse and fuel 
tensions. 

• An increasing wealth gap that creates 
two specific sets of protections for 
consumers, such as those who can 
afford to pay for protection and security 
and those who cannot. Yet other 
indicators would be the rich moving to 
fortressed, off-grid rural safe havens 

and/or if increasing urbanization 
continues to strain infrastructure for 
those who cannot afford to move. 

• If technological improvements, 
proliferation, and advances of EDTs 
and adjacent technologies begin to 
accelerate disintegration of society. 
This condition begins with many 
assumptions, namely causality and 
correlation issues. Is it even possible 
that disinformation could degrade 
society? Think of social media 
platforms competing for ad revenue 
and your personal data; news outlets 
“soapboxing” to be heard over the 
volume of "news”; and the connectivity 
of phones having immediate access 
to all these information flows. Each 
system contributes, but more research 
is needed to show causation. 

• The increase of mental health 
challenges, which raises questions 
around rational actor theory. Extreme 
stress or an overwhelming sense of 
helplessness, such as death of family, 
existential threats, etc. may change 
someone's reservation to kill or may 
push them to extreme action

Industry

Much of the development of EDTs will occur in the private sector. Monitoring the business 
or industrial sector for changes and advances can provide key indicators along with the 
technical progression outlined above. Because industry will drive the development and 
adoption of EDTs, the adoption and use in normalized business operations will be a key 
indicator of future adoption by consumers and governments. 

Organizations should monitor: 
• The increased commercialization of space. 
• The increasing of business practices that are dependent on automation at scale. 

Examples of this are greater AI involvement in supply chain operations and when 
industry begins to express, exhibit, and implement a dependence on poorly secured IoT. 

• If industry begins to express, exhibit, and implement a blind faith in security and the 
belief that security breaches are a one-off.

• The evidence of increasing capital investments in synthetic biology startups. 
• Technology services and platforms, such as GitHub that are given access to and begin 

to monetize genetic data and models. 



57

  3.  
Early Use, Rehearsals, and Attacks 

The final grouping of indicators combines EDT technological progress and breakthroughs 
with the geopolitical, cultural, and business trends that set conditions for WMD effects. 
This grouping of indicators illustrates a ramping up of severity over time. Organizations 
need to track EDT early use, rehearsals, and attacks. A description of each is provided 
below: 
• Early Use. Early use does not necessarily indicate adversarial action, but simply the 

adoption of technology or any of the practices above that improve the conditions for 
an adversary’s advantage. 

• Rehearsals. Rehearsals are generally tests that take place to prove that a strategy 
works, to show a technology can achieve a specific effect, and/or to show others that 
an attack is possible. 

• Attacks. Attacks are the final step as an indicator. These early attacks may have a 
greater magnitude than a rehearsal, but they are early enough for organizations to 
mitigate their effects and prepare for recovery 

 

Early Use 

The early use of EDTs is the first step that will indicate that an EDT threat is likely to occur. 
For many organizations when early use is detected, activities shift from disruption of 
the threat to mitigation tactics. In other words, the threat cannot be stopped and now its 
effects must be lessened. 

Organizations should monitor: 

• Early use and adoption of Autonomous Systems, such as connecting NC3 to 
automated decision making; the acceptance and use of greater AI involvement in 
intrusion detection; and the publication of doctrinal changes in how these systems 
can be used. 

• Evidence and increased instances of adversarial hackers given leeway to do what the 
official state cannot. 

• The emergence and evidence of multination coordinated cyber attacks. 
 

Rehearsals 

Rehearsals are the next step in the indicator process that can show an organization that 
an EDT attack is imminent. In many attacks, adversaries will practice or rehearse their 
attacks. They are, in fact, testing the attack(s) to make sure that it is possible and to 
refine their approach. These activities have been seen in military41, law enforcement and 
terrorist attacks42. Often these rehearsals take place in environments with less security or 
oversight, so that the test will go undetected. 

Organizations should monitor: 
• Evidence of groups practicing and perfecting new EDT tactics in simulations. 
• The practice of maneuvers and the development of hardware and software 

technologies to perfect the effective use of drone swarms. 
• The practice of tactics and the perfecting of hardware and software technologies to 

combine synthetic biology, virus creation, and/or nanotechnology. 
• Early evidence of individuals and/or groups manipulating the IoT outside of a 

laboratory or research setting. 
• Evidence of the use of camouflaging technologies to mask EDT delivery systems. 
 

Attacks 

Attacks are the final step in the monitoring process. When early-stage attacks are 
discovered, organizations can move from disruption and mitigation tactics to recovery 
plans. Because the evidence of attacks is highly evident, this report does not focus in 
detail on them. However, the specific attacks below could indicate that a larger attack is 
imminent. These attacks are typically just the first step in a long and more destructive 
chain of events. 

Organizations should monitor:
• Evidence of attacks on critical electricity and water infrastructure. 
• Evidence that NC3 upgrades can be hacked from outside the system. 
• Observed changes in the norms of greater nuclear use that shift to using tactical 

nuclear weapons. 

41 Sevastopulo, US defence chief warns of China ‘rehearsals’ for attack on Taiwan. 
42 JCAT, Counter Terrorism Guide. 
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M O T I VAT I O N S 
 

A significant part of creating an effects-based model is to imagine a threat actor and 
what things need to be in place for them to be successful. Participants in Threatcasting 
workshops spend considerable effort thinking about what variables enable the actor’s 
success. Main factors to consider are the motivations, values, and objectives that drive the 
threat actor’s actions. 

WMDs have a potential for death and chaos on such a massive scale, that they have been 
front-and-center in U.S. national defense narratives since the time of President Eisenhower, 
and were formalized in the U.S. National Security Strategy of 1990.43 Articulating the 
influence of WMDs on national strategy, the Council on Strategic Risks suggests, “Beyond 
the use of nuclear weapons for deterrence, it is clear that some actors likely consider using 
WMD in order to capitalize on their disproportionate psychological effects and for their 
significant advantage of mass publicity.”44 In other words, NATO members must consider 
the advantages provided to the wielder of WMDs. They need to identify the motivations 
of those with access to nuclear weapons who often differ significantly than those “home-
brewed” synbio agents in a makeshift lab. It is to the latter type of actor that we consider 
having different motivations.

We assessed that threat actors fall into three general categories with a fourth category 
that describes certain conditional states that take the threat further. Each actor category 
contains several broad motivators. These actor categories and respective motivators are 
discussed below.

43 Bajema, Definitions Matter: The Role of WMD in Shaping U.S. National 
Security Strategy.
44 Ibid.
45 Nesser, Single Actor Terrorism

SINGLE ACTOR, WITHOUT 
SUPPORT 

In our data, the single actor category 
(usually described as an individual) tends 
to use EDTs to create WMD-like effects 
without external support or funding from 
a nation state. Often, insider knowledge or 
access is critical to single-actor success. 
Petter Nesser, writing in Perspectives on 
Terrorism, illustrates current terrorism 
literature in separating “lone wolf” terrorists 
acting on their own from solo terrorists 
acting with support from a larger group.45 

These actors are motivated to use EDTs 
or WMDs for three reasons. The first is for 
personal financial gain, where the actor may 
use the threat of WMDs to coerce a ransom 
or payment from their victims. Additional 
motivators explored by our models in this 
category include criminal theft or fraud, 
getting the “life one deserves”, or even a 
seeming altruistic goal of providing for one’s 
family. 

The second motivator for single actors 
is to vindicate an ideological slight or a 
personal grudge. For example, one of the 
Threatcasting teams imagined how Dr. 
Kaitlen Barnes uses an experimental form 
of a topical chemical weapon transfer 
to kill her less-qualified, yet more rapidly 
promoted male coworkers. Dr. Barnes then 
takes the weapon global to further liberate 
women from male oppression. Likewise, 
another Threatcasting team considered 
the driving effect of a hyper-intelligent 
quantum researcher who sought additional 
recognition for his unappreciated research. 

“Dude”, the name of the story’s threat actor, 
sells his quantum research to a terrorist 
organization via the dark web and assists 
them in assembling a 3D-printed nuclear 
device that detonates at a New York City 
New Year’s Eve party. 

The third motivation was unknown. 
Namely, some single actors become 
threats for unknown reasons, or may 
even be tricked into enabling a WMD-like 
effect. This category is the most terrifying, 
simply because there are fewer indicators 
preceding the WMD event. Threats in this 
category may be enabled by misinformation 
or disinformation, and the actor might even 
believe they are correcting the natural order, 
according to their beliefs. 

NON-NATION STATE GROUP 

The next category of actors are non-nation 
state groups. We distinguish these from 
single actors without additional support 
because the models separated out 
several individuals with interconnected 
responsibilities. However, the non-nation 
state group includes incidents of violence 
or terrorism conducted by a single actor, but 
with explicit support from a group, which 
is often associated as a named terrorist 
organization, religious cult, or ideological 
faction. Our distinction is that non-nation 
state groups also are not misled or tricked 
into their attacks, and normally take their 
actions because of financial or ideological 
reasons. Actual examples outside of the 
Threatcasting simulations include the 2017 
suicide bombings in Mogadishu, Somalia, 
that killed at least 588 people, injured 
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another 300; and the 1995 Aum Shinrikyo 
sarin gas attack on the Tokyo subway that 
injured over 5500 people.46 

Over the next decade, non-nation state 
groups will continue to employ EDTs 
to make their attacks more lethal. For 
example, a Threatcasting team imagined 
hackers from Hackers of Planet Earth 
(HOPE) whom setup quantum relays in 
China to investigate how the Chinese 
national military command uses AI to direct 
their nuclear forces. In this scenario, HOPE 
inadvertently triggers China’s AI-based 
detection program and escalates nuclear 
tensions around the world.  

A different Threatcasting team visualized 
the impact of camouflage technologies in 
preserving Boko Haram’s growing stockpile 
of AI-enabled drone swarms in the group’s 
efforts to demonstrate their dissatisfaction 
with the Nigerian government’s 
modernization plans.

STATE ACTORS 

The third category of actors are clearly 
linked to nation states, even if that country 
uses a “single person” as part of their 
purposes. Although it is rare for a single 
actor to represent the interests of an 
entire nation, the effects-based models of 
Threatcasting purposefully use the story 
of a person experiencing the threat. The 
motivators for state actors are distinct from 
the motivators of a single actor, and include 
furthering offensive strategies, reacting 
defensively, and/or improving sovereignty, 
ethnic, or national superiority. 

Offensive strategies are nation-state 
actions that indicate aggressive changes 
or political dominance often through 
coercion or threats of force. As an example, 
a Threatcasting team envisioned how 
Pakistan begins to normalize and accept 
the use of “miniaturized conventional 
physics devices” or small tactical nuclear 
bombs. Continuing with this scenario, 
Prabal, a Pakistani artillery battalion 
commander, receives authorization to fire 
one of these tactical nukes on a larger 
Indian force, which successfully wins the 
skirmish. 

In a similar vein, a different Threatcasting 
team imagined China using multiple 
EDTs, including drone swarms, AI, robotic 
amphibious vehicles, and hypersonic 
weapons to rapidly seize Taiwan, and 
directly confront the United States’ 
political position towards Taiwan. In this 
scenario, Chinese leaders declare any U.S. 
interference would be cross their nuclear 
red line. 

There are several models in which the 
Threatcasting participants imagined state 
actors using EDTs to progress a position of 
sovereignty, ethnic, or national superiority. 
In these models, the state focuses inward 
on its own population or to neighboring 
countries to influence a localized or regional 
response. 

In a model imagined by a Threatcasting 
team, China used advances in synthetic 
biology, combined with DNA collected 
from on-going population suppression 
operations in the Xinjiang Province, to 

develop biological weapons that specifically 
targeted Uyghur phenotypes. This model 
illustrates the Chinese Communist Party’s 
position on the genetic superiority of Han 
ancestry.

CONDITIONAL STATES 

Rather than requiring a threat actor to 
actively become involved in creating a 
threat future, there are circumstances in 
which no actor is involved, yet the threat 
continues to escalate. In these situations, 
there is no threat actor attempting to meet 
a criminal, ideological, or nation-state 
objective. A conditional-state threat appears 
as an unforeseen circumstance when a 
combination of one or more EDTs interact 
together to create a WMD-like effect. A new 
conditional state might appear when EDTs 
collide with a changing environment, such 
as climate change. This includes natural 
disasters, especially a disaster that causes 
nuclear fallout to contaminate a wide area.

For example, a Threatcasting team 
imagined how many unforeseen 
interactions exist with current technologies 
and future quantum devices. In this model, 
China develops a quantum-based radar that 
is capable of detecting submarines under 
the water. An accidental interaction with the 
quantum radar technologies and nuclear 
material causes a U.S. submarine carrying 
nuclear missiles to explode. Tsunamis and 
long-term radioactive fallout affect millions 
along the coasts of Taiwan and China.

46 National Consortium for the Study of Terrorism and Responses to Terrorism (START), The Global Terrorism 
Database (GTD).


